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In the cloud computing era, stepping-stone attacks via hosted virtual
machines (VMs) are critical for data centers. When VMs attack external
hosts, data centers may be regarded as attackers. External firewalls are
useful for stopping such attacks, but the service availability of stepping-
stone VMs remarkably lowers if all packets from the VMs are dropped.
For higher service availability, we propose a fine-grained packet filter
running in the virtual machine monitor (VMM), which is called xFilter.
xFilter drops only packets from processes performing stepping-stone at-
tacks by using information in guest operating systems. It analyzes the
memory of VMs to obtain such information. An intrusion detection
system in the VMM accurately specifies attacking processes. Our ex-
perimental results show that xFilter achieves low overheads thanks to

several optimizations.
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#define init_task_addr Oxffffffff804674e0
#define tasklist_lock Oxfff£f£££804df000

#define PER_TASK_TASKS 200
#define PER_TASK_PID 308
#define PER_TASK_UID 632
#define PER_TASK_FILES 1464
#define PER_FILES_FDT 8
#define PER_FDT_MAXFDS O
#define PER_FDT_FD 8
#define PER_FD_FDI 8
#define PER_FILE_FOP 32
#define PER_FILE_PRI 200
#define PER_SOCKET_SOCK 40
#define PER_INET_SPORT 584
#define PER_INET_DPORT 560
#define PER_INET_SADDR 564
#define PER_INET_DADDR 552
#define PER_SOCKET_TYPE 72

034 00000000000Db0O0ObDbOOoOn



0 30 OO0 :xFilter 24

deny ip * pid 1234 uid 501
deny ip * pid * uid 501
deny ip * pid * uid *
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int sock;

int on = 1;

struct iphdr *iphdrptr;
struct tcphdr *tcphdrptr;

sock = socket(AF_INET, SOCK_RAW, IPPROTO_RAW);
setsockopt (sock, IPPROTO_IP, IP_HDRINCL, &on, sizeof(on));

/000000000000 =/

sendto(sock,
iphdrptr, sizeof(struct iphdr) + sizeof(struct tcphdr),

0, (struct sockaddr *)&sin, sizeof(sin));
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$less System.map |grep init_task
fEffffff£804439d0 r __ksymtab_init_task

fffffff£f8044ee00 r __kcrctab_init_task
ffff££f£80454858 r __kstrtab_init_task
fffff£f£804674e0 D init_task

O 4.2: inittask OO 0O O0OO0O0O

O00000inittask 00000 init00000 taskstruct 000000
O0D0mittask 00000000 OO0ODOOODOODODOOODOOODOOO
0000000000000 000 420000 SystemmapO0 0000
O000Systemmap 000000000000 OtaskstructO00000
000 IDbO0DODOO0O00OD0O0000DO0O0O0O0DOOinit_taskO0O
0000000000000 000000000D0D0D000 taskstruct O
00000000000 O0bOOoooOOobooooOoooSobonoooo
O00000OxFilter00O0O0D0OD0 inittaskO0O0O0O00O0O0O0O0DODO UO
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O00taskstruct DO 0000000000000 ODOOODOODOJ file
000000000000o0oo0ogdfleD0000O0ODOOODDODO
000000000000 O0foep00O0ODO0ODOODOODNOO socket_file_ops
000000000000 000D0000D00OdDOsocket fileopsO OO0
OO0 Systemmap 000 0O0000OfleD000O0O0O0O0OO0OOOODOO
OsockO00O0DOD00OO0OO0ODOODOODOODODOODOO sockOODOO
Oo00ooooooIpO0OO0OD0OOODOOOO0OO0OOO

421 0ODO0OO0OOO0OOOO
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O0000000000GNU C Compiler(GCC)ODODODOOOOOOO
gbogbobooboobbod -gbobbooboobbooboo
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0 Debug With Attributed Record Format(DWARF) O 0O O O DWARF
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OODWARFODOOODOOODOOODOOOOOOOO The GNU Project
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xFilter module

init_task
| task_struct |—> task_struct —»> ... —>| task_struct
pid, uid
files
files_struct //v fdtable file
— —
fdt fd[]

/ private_data

Linux guest OS

inet_sock \ socket

saddr, daddr ™ sk
sport, dport

U043 00000000000000000

Debugger(gdb) 00 000gdb 000000000 ptype0 0000 4.4
00000000000O000

4.3 XenUUOOoonO

VMMOODOOO UO0O00D0O00000000000000000
o000 uvUooooooooovMMOOOOOooooooooooo
000000000 XenOOOOODOODOOOODOOODODOOOO
00000000000 0000000000000000000000
O0D0D000000XenOOOOODOOOOOOODODOOODOODOO
O000000000000000000000 (machine frame) D000
O000000000000000000000000O machine frame
number(mfn) 00000 0000000000000 O0O0OOOOOO
000000000000 DO0O00DOO machine frame number 0 0 00O
O00000oo0o00oooo0ooooooo0oooooooooon
00000 (pseudo physical frame) 000 0000000000000
00000000 0Ophysical frame number(ptn) 00000000000
0O O O physical frame number [0 machin frame number OO0 OO0 OO0
O000o0oo0o0oDoooooooooSoooooooooooon
physical frame number 0 0000000000000 000O00O0OO0O0O
oooo
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$ gdb vmlinux
GNU gdb Fedora (6.8-37.elb)
Copyright (C) 2008 Free Software Foundation, Inc.
License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.
This GDB was configured as "x86_64-redhat-linux-gnu"...
(gdb) ptype struct task_struct
type = struct task_struct {

volatile long int state;

struct thread_info *thread_info;

atomic_t usage;

long unsigned int flags;

long unsigned int ptrace;

int lock_depth;

int load_weight;

int prio;

int static_prio;

int normal_prio;

struct list_head run_1list;

struct prio_array *array;

short unsigned int ioprio;

unsigned int btrace_seq;

long unsigned int sleep_avg;
gboogooboodan

int cpuset_mems_generation;

int cpuset_mem_spread_rotor;

struct robust_list_head *robust_list;

struct compat_robust_list_head *compat_robust_list;

struct list_head pi_state_list;

struct futex_pi_state *pi_state_cache;

atomic_t fs_excl;

struct rcu_head rcu;

struct pipe_inode_info *splice_pipe;

struct task_delay_info *delays;
}
(gdb)

0 4.4: taskstruct 0000000
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virtual
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page table
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P2M table

xFilter
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gobooobo0ooOoOooOoboobooooooobo coooooo
googoboobooobooboon

4.3.2 XenUUOUOOOOOOODOOOOOODOODOO

gbobooooboooboooboobobobooboobooboobooDbo
OO00DO0O0OD00C0O0D00O0O xenctrlhOOOODOOOOO

e xc_transkate_foreign_address(handle, domID, cpu, addr)

OO000O00DOO000O00bOO00DObOO0oooooD pODO
O0000O0O0Ohandled XenOOOOODOOOOdomIDODOO
OO000O0oO00oDoOoOooooOooDoOoIDODOOOcpuld domID O
O0DOO00oOoO0oOooOoboo cpUObOOOOODODOUOOODOOO
gbobobobobobobobobobobobobobob

ooooooococpulbOoooOooooOobooOoOoDoOoO

xc_translate_foreign_address(handle, domainC, 0, 0x1023) 0 00O O
0x102300 0000000000000 YDO0ODODO

e xc_get_pfn_list(handle, domID, *pnf_buf, pnf_buf_size)

O00o000oDooooopmO0O0O0O000OO0O0OO0OOO0O0OOO
000000000000 000O00000DOD0O00DOD000o00O
OO0 pinbuf0000O0O0OO0O pfn_buf_size 0 0 OO pfn_buf O O
OpmO0000000O00000DOOOO0O0O0ODOOO0OO0OO0O
o000

00000 xc_get_pfn_list(handle, domainC, pfn_buf, 3) 00000
1000200000000 pmbuf0000
e xc_map_forign_range(handle, domlID, size, prot, mfn)

gbobooobboobbobboboboobuoobooboonod
gobooboboobooboobooboobooobooooo
Oooo0o0oooooommO0O0O0OO0ODOOOOCODOOO0O0O0O
gbodbOUdprotd000boooboboonoonoboboong
U00b000prot 0 mmap 000000000000 ODOOOO
goboboboboobobooo

PROTEXEC DO OOOOOOODOO
PROTREAD DO UODOOODODOODOOO
PROTWRITELO DO ODOOODOOODO
PROTNONE DO ODODOOO0ODOOODOO
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e xc_map_foreign_batch(handle, domID, prot, pfn_buf, pfn_buf size)

0o0ooOooopmOODOOO0OOOOOOODOOODOOOOOD
000000000000 0pm buf0 000000 pmO00O0
O0D000000pm bufsizeOO0000000OO0OOOOOODOO
0000000000000 000Oprot O xc_get_pfnlist 000
ooobooooopoboooooooooo

O000000pfm buf0 100020000 xc_map_foreign_batch O
goo0ooboooobobobo coooboobooboobooobo
ooooooooooooo
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typedef struct hdr_info hdr_info_t;
DEFINE_XEN_GUEST_HANDLE(hdr_info_t);
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{
short sport;
short dport;
int saddr;
int daddr;
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int
do_xFilter (XEN_GUEST_HANDLE (hdr_info_t) u_info,
XEN_GUEST_HANDLE(int) u_result, int n)

int ret = 0, flag = 0, result[n];

struct hdr_info infol[n];

if( 'IS_PRIV(current->domain) )
return -EPERM;

/ 000000vvwMOOOoOooOooOoOog =/
if ( copy_from_guest(info, u_info, n) )
return -EPERM;
/ 00000000000 =/
/ 0000000000o0sO00000D00O0O =/
if( copy_to_guest(u_result, result, n) )

return -EPERM;

return ret;
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