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Secure File Access Control for Desktop PCs

Yuar Takizawa,*! Kenicar Kourar, !
SHIGERU CHIBAT! and YOSHISATO YANAGISAwa f1:+2

Traditional systems prevent illegal file accesses by the access control in oper-
ating systems (OSes). However, if OSes themselves are compromised, attackers
can access arbitrary files. To solve this problem, we propose SAccessor, which is
a system that practically separates file access control from an OS using virtual
machines. SAccessor runs the work OS, which users log in, and the authenti-
cation OS, which provides a file server and file access control, on one machine.
It enforces consistent rewrites via services provided by the authentication OS
to prevent illegal rewrites of system files. At this time, the authentication OS
safely authenticates users using an authentication dialog box. For users’ confi-
dential files, SAccessor performs authentication for a group of files and allows
users to access those files without authentication for a specified period.
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Fig.1 The architecture of SAccessor.
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Fig.2 An authentication dialog box and window stacking.
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Fig.3 A policy example for SAccessor.
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Fig.4 The file access control in SAccessor.
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Fig.5 The execution of setuid programs on the authentication OS.
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Fig.6 Clearing the file cache.
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Fig.7 The performance of file accesses.
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Fig.8 The performance of cache clear.
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