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SAccessor: A Secure File Access Control System for Desktop PC

Yuut TAKIZAWA,t KENICHI KOURAI ,t SHIGERU CHIBA 1
and YOSHISATO YANAGISAWA f

Traditional systems prevent illegal accesses by the authentication and access control in op-
erating systems. However, if attackers compromise an operating system itself, they can access
arbitrary files. To solve this problem, we proposed SAccessor, which is a system that separates
and performs file access control using virutal machines (VMs) on desktop PCs. SAccessor runs
the working VM for users’ work and the authentication VM for authentication and file access
control on one host. The working VM performs file accesses by communicating with the au-
thentication VM. The authentication VM directly shows a dialog box on the users’ display
to enable secure authentication via no working VM. We extended the file system used by the
working VM to achieve access control with that dialog.
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