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1 Introduction

Modem software shouldbe dynamically evolvale. The onward sweepof techrology,
introducingnew featuresandfixing immortal securityholes drivethisevolution. More-
over, pradical demand of on-the-flychangsof runnng applicatiors eagerlyencouage
theevolution sincethedowntimeof commecial softwaredirectly causedig lossesEn-
ablingthe evolution of softwarecompmentsis a majorfocus of effortsof thedesigners
of imperatie, statictyping, andhigh-perfamancedanguaes,suchasC++ andJava.

Recently the ability of Java’s classloades, which play a centralrole in runtime
flexibility of Java, hasbeenconsideed to be insufficient for software evolution. Java
classloades do notallow reloadirg classeshathave beenloadedsinceto allow reload
ing a classtendsto make several crucial runtime optimizatiors difficult [6]. Instead,
Java classloades provide a mechaism for using differentversiors of a classat the
sametime althowgh theuseof this mechaismis restricted Thisrestrictionis calledthe
versionbarrier

This paperpreseis a negligent classloader which can relax the versionbarier
betweernclassloades for softwareevolution. The versionbariier is a mechaism that
preventsan objectof a versionof a classfrom beingassignedo a varialie of anotter
versionof thatclass.In Java, if a classdefinition (i.e. classfile) is loaded by different
classloadersdifferert versionsof the classarecreatedandregamdedasdistincttypes.
If two classdefinitions with the sameclassnameareloadedby differert loades, two
versiors of theclassarecreatedandthey cancoexist while they areregardedasdistinct
types.The versionbarrieris a mechaism for guarateeingthat different versionsof
a classare differenttypes.Regarding two versiors as distinct typesis significantfor
perfamancereasonslf not, advartagesof beinga staticallytypedlanguagewould be
lost.

2 Motivations

First, this sectionshovs somepracticalexamgesthatbring to usincorverienceof the
currert Java classloades.



2.1 Dynamic aspect weaver

Dynanic AOP (Aspect-OrentedProgamming is receving interestsgrowing in both
the acaderia andthe industry Unlike static AOP systemsdynanic AOP systemsal-
low dynamically weaving and unweaing an aspectinto/from a progam. Moreover,
adviceand pointcuts canbe charged during runtime. Thesedynanic featuresexterd
the application domainof AOP Dynaric AOP canshoten the leadtime of the edit-
deploy-run cycle of softwaredevelogpment.It canalsoallow usingaspectdor making
the behavior of application softwareadapableto changsof the runtime ervironment
andrequrements.

Theversionbarier makesit difficultto implemen aninstance-bseddynanic AOP
system SuchadynamicAOP systemallows weaving adifferentaspectvith aparticuar
instanceof aclass A simpleimplementationof suchanAOP systemwould usemultiple
classloades, eachof which loadsa different versionof a classwovenwith a different
aspect.However, this implementation appioach doesnot work becausanstancesof
thoseversiors arenotcompmatiblebecaseof theversionbarrier(Figure 2.1). Therebre,
mostof dynanic AOP systemsadgt complicatedmplemenation techniqiessuchas
staticcodetranslatiori8] [1], just-intime hookinsertion[11], andmodifiedJVM [9] [2]
althoudh thesetechniqiesimply certainperformane penalties.
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2.2 Hot deployment for application servers

Most of application senersincluding both commerdal (WebsphereWeblogic, etc.)
andopensource(JBoss,Tomcat,etc.) provide the hot deploymentfunctionality, which
enablesoftwarecompnenty EJB-AR, EAR, or WAR packa@)to bepluggedandun-
pluggedwithout restartingapplicdion seners.This dramatically improvesthe produc-
tivity of softwaredevelopment.To be separatelydeployed andundepoyed at runtime,
eachcompnentis loadedby a distinct classloader Thus,a J2EEapplication canbe
dynamically customizedhercompnent.

However, if a new versionof a conponer is deployed for software evolution, in-
stance®f the new versioncanna be exchangedfor instance®f the old versionof that



compamentbecausef theversionbarrier(Figure 2.1). Suchinstancesrecachesgook
ies,andsessiorobjectsandsessiorbeansThesenstanceshouldbe passedo the new
compaentthroud the sharedcortainer of the application sener. This is remakably
incorveniert in pradice. Thatis to say J2EEapgdication senersprovide hot deploy-
mentbut not “hot evolution”.

The versionbarier makesit difficult to include a copy of a sharedclassin every
compaent. If two compmentssharea class,for example for excharging data,each
compaentshouldbe ableto includea copy of that sharedclasssincean ideal com-
ponent shouldcontainall the classfiles thatarenecessaryor running an application
However, the version bariier disablesexchanging an instanceof that sharedclassbe-
tweenthe two compnents.To avoid this problem JBossprovidesthe UCL (Unified
ClassLoade}) architectue [7] but this architectue preventsdifferentcommnentsfrom
including differentclassesvith the samename.

3 Negligent classloaders

We propase a negligent class loader (NCL). The NCL canrelaxthe versionbarrierif
anincoming objectis aninstanceof a classloadeal by a sibling classloaderspecified
by the progammerin advarce. Here,a sibling mears a classloadersharingthe same
paren loader For examge, aNCL allows assigninganinstanceof classCustomeithat
hasbeenloadedby a sibling to a variableof Customeroadedby the NCL. To keep
consisteny, difference betweenthe two versiors of Customemustsatisfythe rules
describedelow.

Naively relaxingthe version bariier may causeserioussecurityproblens. For ex-
ample,a progam may access nontexisting methodandthencrashthe JVM. In fact,
the versian barrierof SunJDK 1.1 wasaccidentallyrelaxed andthusit hada security
holeknown asthetype-spofing prodem first repoted by Saraswat [10]. This security
holewassolvedby theloaderconstraim schemd5], which strengthastheversionbar
rier. To avoid this securityprablem, runtime type checkng is necessaryor examge,
dynamically typedlangua@ssuchas CLOS and Smalltalkdo not provide the versian
barrier Sincea variableis not statically typed ary type of instancecanbe assigned
to a varialle. For security theselangua@s perfam runtime type checkirg so that, if
a non-existing methodor field is accessedan excegion will be thrown at runtime. A
drawback of this appioachis thatit requires frequent runtime type checkng, which
impliesnonnegligible perfaomancedegradation.

TheNCL restrictstherelaxdion of the versian barrieronly to theclassesoadedby
a sibling classloaderso thatruntime overhead dueto the relaxation will be reduced
Suppaethatasibling classoade loadsa classS andthenthe NCL loadsaclassN. The
NCL allows aninstanceof Sto beassignedo a variableof thetypeN if thefollowing
condtion is satisfied:

1. TheclassSincludes all themembes suchasmethoa andfieldsof theclassN. The
methodbodies canbedifferent betweerN andsS.

2. Or, theclassN includes all thememlersof theclassS. In this casea new classS’
is dynamically geneatedanda refererce in instancef S is changed to indicate



the internal type information block representingS’ insteadof S. S’ is a copy of
S but it alsoincludes the methals and construtors includedin N but not in S.
Thesemethod in S’ are called securehandlirg functions. If they are accessed,
they throw a runtime exception representig illegal accessThis is for avoiding
a serioussecurityhole that can be usedfor buffer overflow attacks.Thereby the
secureexectuion is guaraneedwith respectto N and S asin dynamically typed
languags.Without thatsubstitutiorof S’ for S,aprogramwrittenfor N mayviolate
thebourdary of themethal tablein S.

In boththe casesthe classN musthave the samesuperclassasthe classS andit must
notwealenaccessestrictionagairst the classS. For exanple, if a methodis puldic in
S,thenthemethal in N mustbealsopublic.

Thetypeinformationblock (TIB) referredto by aninstancecontans amethodtable
thatholdsfunction pointersto a correspnding methodbody. For securesxection, the
NCL createsheTIB of theclassN to becompaible asmuch aspossiblewith thatof the
classS whenthe classN is loaded.In particulat the orderof the methodtableentries
in the TIB of the classN mustbe the sameasthe orderin the TIB of the classS with
respecto themethalsthatboththeclassess andN include.Otherwisefor exanple, a
progamwritten for N might invoke a wrong methodbody if thetargt instances of S.
Thealgorithm for constricting the TIB is shovnin Figure3.

In our architecture, runtime type checksareperfamedonly whenthe checkcast
bytecaleinstructionis executed.Thecheckcast instruction examirestheversionof an
instanceand.,if it doesnotsatisfythecondition above, it throwstheClassCastException.
To dothis,we modify theJVM. Otherinstructimssuchasinvokevirtual,getfield
andassignmeninstructionslike astore, do not have to examinethe condition. This is
because¢heNCL relaxestheversionbarrieronly for sibling classloades, which satisfy
the bridge-safetyproperty [10]. If this property is satisfiedbetweertwo classloaders,
instance®f a classC loadedby oneclassloade arealwaysupastto a classloadedby
their parentclassloaderbefore the instancesare passedo a classloadedby the other
classloade. For exanple, theinstancewvill be upcasto asuperclassor aninterfaceof
theclassC, suchastheObject classwhichis loadedby the parert classloader Thus
explicit downcastmustbe execuedbefae thoseinstancesreassignedo a variableof
atypeloadedby the NCL (Figure3).

4 Related Work

Therearea numter of researchactiities for softwareevolution. Liang andBracha[5]
describeda programmirg technque of using an interfacetype asthe type of a vari-
ablethatcanreferto instance®f multiple versionsof a class.However, this techniqe
requires programnersto definean interface type for every multi-versionedclassand
accessnstancef the classthrough the interfacetype. Hjalmtyssonand Gray [3] im-
plemeneddynanic classesn C++ by usingtemplatesTheir systemuseswrapper (or
proxy) classeandmethals. This apprachdoes notrequireruntime systemsuppot or
languaye extensims. However, it implies perfaomancepenaltiesMalabarta et al. [6]
modifiedthe JVM to malke a classreloadalte at runtime. However, it alsoimpliesrun-
time penaltiesbecase of difficuties in perfaming runtime optimizaion techniques,
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Fig. 3. Downcastenforcedby the bridgesafetybetweerthe NCL andasibling classloader

if Shasbeen already loaded && Ssloader isasibling of N'sonethen
for each member m in S{
if N includes the member m then
Push the member m into the type information block of N
else
Push a secure handling function into the type information block of N
end

}
end

Fig. 4. Pseudaodefor constructingheinternaltypeinformationblock.

suchasmethdl inlining andquick bytecoet instructions. The Java2 SDK1.5will sup-
portthe hot swap mechaism with the java.lang. instrument package.Although it
enablegeloadng a classto a certaindegree,a new versionof a classdoesnotinclude
amethd or field thatwasnotincludedin the previousversim.

5 Current State

We are currently implementing a negligible classloaderon the IBM Jikes Research
Virtual Machine[4]. We will usethisimplemenationto evaluatethe performarce over-
headsof our appoach.In addition, we will studythe proof of the type safetyof our
system,andreasonabou our apprachwith respecto the Java securityarchitectue.
Furthemore,we have notconsideredhow to correctlyhandlearraysof multi-versioned
classtypes.
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