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1 Introduction

Modern softwareshouldbedynamicallyevolvable. Theonwardsweepof technology,
introducingnew features,andfixing immortal securityholes,drivethisevolution.More-
over, practical demandsof on-the-flychangesof runningapplicationseagerlyencourage
theevolution sincethedowntimeof commercial softwaredirectlycausesbig losses.En-
ablingtheevolution of softwarecomponentsis amajorfocusof e% ortsof thedesigners
of imperative,statictyping, andhigh-performancelanguages,suchasC&'& andJava.

Recently, the ability of Java’s classloaders, which play a centralrole in runtime
flexibility of Java, hasbeenconsidered to be insu( cient for softwareevolution. Java
classloadersdonotallow reloading classesthathavebeenloadedsinceto allow reload-
ing a classtendsto make several crucial runtimeoptimizations di ( cult [6]. Instead,
Java classloaders provide a mechanism for usingdi % erentversions of a classat the
sametimealthough theuseof thismechanismis restricted.Thisrestrictionis calledthe
versionbarrier.

This paperpresents a negligent classloader, which can relax the versionbarrier
betweenclassloaders for softwareevolution. Theversionbarrier is a mechanism that
preventsanobjectof a versionof a classfrom beingassignedto a variable of another
versionof thatclass.In Java, if a classdefinition (i.e. classfile) is loaded by di % erent
classloaders,di % erent versionsof theclassarecreatedandregardedasdistinct types.
If two classdefinitions with the sameclassnameareloadedby di % erent loaders, two
versionsof theclassarecreatedandthey cancoexist while they areregardedasdistinct
types.The versionbarrier is a mechanism for guaranteeingthat di % erent versionsof
a classaredi % erenttypes.Regarding two versions asdistinct typesis significantfor
performancereasons.If not, advantagesof beinga staticallytypedlanguagewould be
lost.

2 Motivations

First, this sectionshows somepracticalexamplesthatbring to us inconvenienceof the
current Javaclassloaders.



2.1 Dynamic aspect weaver

Dynamic AOP (Aspect-OrientedProgramming) is receiving interestsgrowing in both
the academia andthe industry. Unlike staticAOP systems,dynamic AOP systemsal-
low dynamically weaving andunweaving an aspectinto) from a program. Moreover,
adviceandpointcutscanbe changedduring runtime. Thesedynamic featuresextend
the application domainof AOP. Dynamic AOP canshorten the leadtime of the edit-
deploy-run cycle of softwaredevelopment.It canalsoallow usingaspectsfor making
thebehavior of application softwareadaptableto changesof the runtimeenvironment
andrequirements.

Theversionbarrier makesit di ( cult to implement aninstance-baseddynamic AOP
system.SuchadynamicAOPsystemallowsweaving adi % erentaspectwith aparticular
instanceof aclass.A simpleimplementationof suchanAOPsystemwouldusemultiple
classloaders, eachof which loadsa di % erentversionof a classwovenwith a di % erent
aspect.However, this implementation approachdoesnot work becauseinstancesof
thoseversionsarenotcompatiblebecauseof theversionbarrier(Figure2.1). Therefore,
mostof dynamic AOPsystemsadopt complicatedimplementation techniquessuchas
staticcodetranslation[8] [1], just-in-timehookinsertion[11], andmodifiedJVM [9] [2]
although thesetechniquesimply certainperformance penalties.
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Fig. 1. Aspectscan not be woven into loaded
classes.

Fig. 2. Hot deployment discards all internal
states.

2.2 Hot deployment for application servers

Most of application servers including both commercial (Websphere,Weblogic, etc.)
andopen-source(JBoss,Tomcat,etc.)provide thehot deploymentfunctionality, which
enablessoftwarecomponents(EJB-JAR, EAR,or WAR package)to bepluggedandun-
pluggedwithout restartingapplication servers.This dramatically improvestheproduc-
tivity of softwaredevelopment.To beseparatelydeployedandundeployedat runtime,
eachcomponentis loadedby a distinct classloader. Thus,a J2EEapplication canbe
dynamically customizedpercomponent.

However, if a new versionof a component is deployed for softwareevolution, in-
stancesof thenew versioncannot beexchangedfor instancesof theold versionof that



componentbecauseof theversionbarrier(Figure2.1). Suchinstancesarecaches,cook-
ies,andsessionobjectsandsessionbeans.Theseinstancesshouldbepassedto thenew
componentthrough the sharedcontainerof the application server. This is remarkably
inconvenient in practice. That is to say, J2EEapplication serversprovide hot deploy-
mentbut not “hot evolution”.

The versionbarrier makesit di ( cult to includea copy of a sharedclassin every
component.If two componentssharea class,for example, for exchanging data,each
componentshouldbe ableto includea copy of that sharedclasssincean ideal com-
ponent shouldcontainall the classfiles thatarenecessaryfor running an application.
However, the version barrier disablesexchanging an instanceof that sharedclassbe-
tweenthe two components.To avoid this problem, JBossprovidesthe UCL (Unified
ClassLoader) architecture [7] but this architecture preventsdi % erentcomponentsfrom
including di % erentclasseswith thesamename.

3 Negligent class loaders

We proposea negligent class loader (NCL). The NCL canrelax the versionbarrierif
an incoming objectis an instanceof a classloaded by a sibling classloaderspecified
by the programmerin advance.Here,a sibling means a classloadersharingthesame
parent loader. For example, a NCL allowsassigninganinstanceof classCustomerthat
hasbeenloadedby a sibling to a variableof Customerloadedby the NCL. To keep
consistency, di % erences betweenthe two versions of Customermustsatisfy the rules
describedbelow.

Naively relaxingthe version barrier may causeserioussecurityproblems.For ex-
ample,a programmayaccessa non-existing methodandthencrashtheJVM. In fact,
theversion barrierof SunJDK 1.1 wasaccidentallyrelaxed andthusit hada security
holeknown asthetype-spoofing problem first reportedby Saraswat [10]. This security
holewassolvedby theloaderconstraint scheme[5], whichstrengthenstheversionbar-
rier. To avoid this securityproblem,runtime typechecking is necessary. For example,
dynamically typedlanguagessuchasCLOSandSmalltalkdo not provide theversion
barrier. Sincea variableis not statically typed, any type of instancecanbe assigned
to a variable. For security, theselanguagesperform runtimetype checking so that, if
a non-existing methodor field is accessed,an exception will be thrown at runtime.A
drawback of this approachis that it requires frequent runtime type checking, which
impliesnon-negligible performancedegradation.

TheNCL restrictstherelaxation of theversion barrieronly to theclassesloadedby
a sibling classloaderso that runtimeoverheads dueto the relaxation will be reduced.
Supposethatasiblingclassloader loadsaclassSandthentheNCL loadsaclassN. The
NCL allowsaninstanceof S to beassignedto a variableof thetypeN if thefollowing
condition is satisfied:

1. TheclassSincludesall thememberssuchasmethodsandfieldsof theclassN. The
methodbodies canbedi % erent betweenN andS.

2. Or, theclassN includes all themembersof theclassS. In this case,a new classS’
is dynamically generatedanda reference in instancesof S is changed to indicate



the internal type information block representingS’ insteadof S. S’ is a copy of
S but it also includes the methods and constructors includedin N but not in S.
Thesemethods in S’ are called securehandling functions. If they are accessed,
they throw a runtime exception representing illegal access.This is for avoiding
a serioussecurityhole that canbe usedfor bu% er overflow attacks.Thereby the
secureexecution is guaranteedwith respectto N andS as in dynamically typed
languages.Without thatsubstitutionof S’ for S,aprogramwrittenfor N mayviolate
theboundaryof themethod tablein S.

In boththecases,theclassN musthave thesamesuperclassastheclassS andit must
not weakenaccessrestrictionagainst theclassS.For example, if a methodis public in
S, thenthemethod in N mustbealsopublic.

Thetypeinformationblock(TIB) referredto by aninstancecontainsamethodtable
thatholdsfunctionpointersto a corresponding methodbody. For secureexecution, the
NCL createstheTIB of theclassN to becompatible asmuch aspossiblewith thatof the
classS whentheclassN is loaded.In particular, theorderof themethodtableentries
in theTIB of theclassN mustbe thesameastheorderin theTIB of theclassS with
respectto themethodsthatboththeclassesSandN include.Otherwise,for example,a
programwritten for N might invoke a wrongmethodbodyif thetargt instanceis of S.
Thealgorithm for constructing theTIB is shown in Figure3.

In our architecuture,runtime typechecksareperformedonly whenthe �!�W�<���L�
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To dothis,wemodify theJVM. Otherinstructionssuchas �!�|�A�
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andassignment instructionslike �A���
�
�L� , do not haveto examinethecondition. This is
becausetheNCL relaxestheversionbarrieronly for siblingclassloaders,whichsatisfy
thebridge-safetyproperty [10]. If this property is satisfiedbetweentwo classloaders,
instancesof a class� loadedby oneclassloader arealwaysupcastto a classloadedby
their parentclassloaderbefore the instancesarepassedto a classloadedby theother
classloader. For example,theinstanceswill beupcastto asuperclassor aninterfaceof
theclassC, suchasthe £
¤W¥<�<�
� class,which is loadedby theparent classloader. Thus
explicit downcastmustbeexecutedbefore thoseinstancesareassignedto a variableof
a typeloadedby theNCL (Figure3).

4 Related Work

Therearea number of researchactivities for softwareevolution. Liang andBracha[5]
describeda programming technique of usingan interfacetype as the type of a vari-
ablethatcanreferto instancesof multiple versionsof a class.However, this technique
requiresprogrammers to definean interface type for every multi-versionedclassand
accessinstancesof theclassthrough the interfacetype.HjalmtyssonandGray [3] im-
plementeddynamic classesin C&"& by usingtemplates.Their systemuseswrapper (or
proxy) classesandmethods.This approachdoes not requireruntime systemsupport or
language extensions.However, it implies performancepenalties.Malabarba et al. [6]
modifiedtheJVM to make a classreloadable at runtime.However, it alsoimpliesrun-
time penaltiesbecauseof di ( culties in performing runtimeoptimization techniques,
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Fig. 3. Downcastenforcedby thebridgesafetybetweentheNCL anda siblingclassloader.

if S has been already loaded && S’s loader is a sibling of N’s one then
for each member í in S

�
if N includes the member í then

Push the member í into the type information block of N
else

Push a secure handling function into the type information block of N
end�

end

Fig. 4. Pseudocodefor constructingtheinternaltypeinformationblock.

suchasmethod inlining andquick bytecode instructions.TheJava2SDK1.5will sup-
port thehot swapmechanism with the ¥<���L�,î��
���L Eî��!�����
�
��ï��!��� package.Although it
enablesreloading a classto a certaindegree,a new versionof a classdoesnot include
a method or field thatwasnot includedin thepreviousversion.

5 Current State

We are currently implementing a negligible classloaderon the IBM Jikes Research
Virtual Machine[4]. Wewill usethis implementationto evaluatetheperformanceover-
headsof our approach.In addition, we will studythe proof of the type safetyof our
system,andreasonabout our approachwith respectto the Java securityarchitecture.
Furthermore,wehavenotconsideredhow to correctlyhandlearraysof multi-versioned
classtypes.
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