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A Secure Mechanism for Changing Access Restrictions of Servers

KENICHI KOURAI' and SHIGERU CHIBA ftttt

Internet servers are always in danger of being “hijacked” by various attacks like the buffer
overflow attack. Although there are many researches to protect servers from such attacks,
preventing all types of attacks is difficult because most of attacks are caused by programming
errors of servers. Therefore, imposing access restrictions on servers is still needed so that it
minimizes damages by hijacking. Since practical servers need various access restrictions to
handle various requests, they have to not only impose but remove access restrictions. However,
allowing hijacked servers to remove access restrictions is dangerous. In this paper, we pro-
pose our new technique called process cleaning, which prevents hijacked servers from illegally
removing access restrictions. Process cleaning allows a process to remove access restrictions
only after the thread of control is recovered and the state of the process is restored. To reduce
the overhead of process cleaning, the users can select an implementation strategy for restor-
ing the memory image of a process. We measured the performance of the Apache web server
running on the Compacto operating system, which we have been developed. According to the
results of our experiments, process cleaning can be implemented with acceptable performance
overheads.
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save_state(); (1)

accept(); (2)

if (from_Internet) (3)
gooooobooboboobo

else

gooooooooooooa
gooooooooo
restore_state(); (4)
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Fig.1 A typical server using the process cleaning.
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(a)remap strategy

(b) copy strategy
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Fig.2 Two strategies for restoring memory.
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